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Deniability

If someone receives a [. . . ] message from you, they can be absolutely sure you

sent it (rather than having been forged by some third party), but can’t prove

to anyone else that it was a message you wrote.

— Moxie Marlinspike [Mar13] (emphasis added)
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Is deniability practical?

Let’s go to the protest

No I don’t want to come

Â after the conversation

Alice sent me this:

“Let’s go to the protest”

Inadmissible: No cryptographic proof that Alice sent it!
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Does this work in practice? If not, can we make it?
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Technical case study



Technical case study: Signal

Signal claims to provide deniability and recent works show it achieves some form of

cryptographic deniability [VGIK20, FJ24, KNTW25].
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Signal with classic authentication

Authentication

{
"message": "Enc(msg)",

"receiver": "Bob",

"timestamp": 1234567890

}

POST /v1/messages/{receiver}

{
"message": "Enc(msg)",

"sender": "Alice",

"timestamp": 1234567890

}
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Classic authentication hinders deniability

Look at my phone,

Alice sent me this message

Unless something bad happened, if Bob’s device contains Alice’s message, then

• either Alice really sent it after authenticating with the server, or

• Bob tampered with the phone to insert Alice’s message.

If the server stores logs the situation is even worse.

Signal is undeniable unless Bob knows how to tamper with the phone.

What about the legal impact of deniability?
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Legal case study



Legal case study methodology

Manual analysis of 341 penal cases in Switzerland that mention “WhatsApp”.

Research questions:

• Do judges in Swiss courts use WhatsApp as evidence?

• When they do, is their usage contested by any of the parties involved?

• What are the reasons used to dispute the legal validity of such messages?

• How do judges respond to these disputes?
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Legal case study results

Total Cases N/A Evidence Contested Rejected

341 201 (59%) 140 (41%) 2 0

• Deniability is not invoked in the contested cases;

• Yadav et al. [YGS23] obtain similar results in an analysis of US court cases.

Cryptographic deniability fails technically and (likely) legally

: what to do?

8



Legal case study results

Total Cases N/A Evidence Contested Rejected

341 201 (59%) 140 (41%) 2 0

• Deniability is not invoked in the contested cases;

• Yadav et al. [YGS23] obtain similar results in an analysis of US court cases.

Cryptographic deniability fails technically and (likely) legally

: what to do?

8



Legal case study results

Total Cases N/A Evidence Contested Rejected

341 201 (59%) 140 (41%) 2 0

• Deniability is not invoked in the contested cases;

• Yadav et al. [YGS23] obtain similar results in an analysis of US court cases.

Cryptographic deniability fails technically and (likely) legally

: what to do?

8



Legal case study results

Total Cases N/A Evidence Contested Rejected

341 201 (59%) 140 (41%) 2 0

• Deniability is not invoked in the contested cases;

• Yadav et al. [YGS23] obtain similar results in an analysis of US court cases.

Cryptographic deniability fails technically and (likely) legally

: what to do?

8



Legal case study results

Total Cases N/A Evidence Contested Rejected

341 201 (59%) 140 (41%) 2 0

• Deniability is not invoked in the contested cases;

• Yadav et al. [YGS23] obtain similar results in an analysis of US court cases.

Cryptographic deniability fails technically and (likely) legally: what to do?

8



A possible solution



A possible solution. . .

Let users edit any sent or received message in the user interface.

• either Alice really sent it after authenticating with the server, or

• Bob tampered with the phone to insert Alice’s message.
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. . . backed by two user studies

• Reitinger et al. independently suggest this could

improve deniability [RMA+23] (source of image).

• Rajendran et al. implement the solution and conduct a

user study that reports positive results [RYA+24].
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Conclusion



Conclusion

Look at my phone,

Alice sent me this message

In the paper (https://ia.cr/2023/403) we also

• propose a model to analyze real-world deniability,

• analyze real-world deniability of Signal with sealed sender,

• analyze real-world deniability of DKIM-protected email and KeyForge [SPG21],

• discuss how to design systems with real-world deniability.
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